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ADVISORY NOTE
HotDoc Payment Processing: Tax, AML/CTF & Regulatory Compliance Issues
25 February 2026  |  For medical practice owners, practice managers, and professional advisers
Executive Summary
HotDoc recently defaulted all clinics into its ‘Flexible Checkout’ feature without notification to practices or PMS vendors. This change enables HotDoc to prompt patients to provide credit card details and pay via HotDoc for every consultation type, with a 1.75% + 30c processing fee. The change was identified by practice managers through patient reports, not through any vendor communication.
This advisory note identifies 10 key compliance issues across tax, AML/CTF, privacy, and regulatory frameworks, and provides practical solutions for each.
Priority Summary
	#
	Issue
	Priority
	Key Risk

	1
	AML/CTF Tranche 2
	🔴 Critical
	Non-compliance from 1 July 2026

	2
	Default opt-in (privacy)
	🔴 Critical
	APP 1, 5, 6 breach — patient data collected without practice consent

	3
	Tax invoice non-compliance
	🔴 Critical
	No valid tax invoice issued; patients can’t claim; Div 29-70 breach

	4
	Medical Centre bypass
	🔴 Critical
	Direct-to-practitioner payouts unwind entity structure

	5
	Surcharge accounting gap
	🔴 Critical
	No invoice for processing fee; GST unaccounted nationally

	6
	APRA/ADI regulatory gap
	🟡 High
	Stripe not ADI-regulated; no deposit guarantee

	7
	GST timing
	🟡 High
	Pre-payment shifts GST attribution period

	8
	Income recognition
	🟡 High
	Cash basis practices bring forward income across FY boundary

	9
	WorkCover/DVA/CTP
	🟡 High
	Refunds create Div 19 adjustment events

	10
	Bulk billing misconfiguration
	🟡 High
	Card prompts for bulk-billed patients; Medicare compliance risk

	11
	PMS reconciliation breakdown
	🟡 High
	No sync between HotDoc and PMS; manual reconciliation required




Detailed Issues, Implications & Solutions
1. AML/CTF Tranche 2 Compliance  🔴
Issue
From 1 July 2026, professional service providers must comply with AUSTRAC’s AML/CTF regime. HotDoc is inserting itself as a payment intermediary between patients and practices. Stripe, HotDoc’s underlying processor, is a reporting entity under AUSTRAC as a remittance service provider, but HotDoc as a software intermediary may not be directly enrolled. The question of who holds the AML/CTF monitoring obligation for each transaction — the practice, Stripe, or HotDoc — is unresolved.
Implications
1. Practices cannot outsource their AML/CTF obligations. Each entity providing designated services must independently enrol and maintain compliance programs.
1. HotDoc holds patient card details and can process charges without real-time practice authorisation — a compliance gap in the practice’s AML/CTF risk assessment.
1. If a practice cannot reconcile where money went and who was billed, it is non-compliant. The practice’s accountant also has mandatory reporting obligations.
Solutions
1. Map HotDoc’s role in your fund flow documentation as part of the practice’s AML/CTF program. Show how patient payments travel from card → Stripe → trust account → practice bank account.
1. Ensure your AML/CTF Compliance Officer has assessed the risk of a third-party payment intermediary that can initiate charges without real-time practice approval.
1. Implement bank reconciliation software (e.g. DPC) that provides 24/7 live bank feeds to identify unreconciled transactions as required under the new regime.
1. Confirm Stripe’s AUSTRAC enrolment status and document which entity is the reporting entity for each transaction type.
2. Default Opt-In — Privacy Breach  🔴
Issue
HotDoc defaulted every clinic into Flexible Checkout without notifying the practice or PMS vendors. Patient payment data is being collected and processed under terms the practice didn’t consciously agree to.
Implications
1. Under APP 6, practices are accountable for how patient information — including financial data — is collected and used by their service providers.
1. If the practice didn’t know this was happening, they cannot have informed their patients, creating APP 1 (open and transparent management) and APP 5 (notification of collection) issues.
Solutions
1. Immediately check your HotDoc Dashboard: go to Payments → Payment Setup, scroll to the bottom and untick ‘Flexible Checkout’, then save.
1. Review your HotDoc service agreement to understand what changes the vendor can make unilaterally and what notification obligations exist.
1. Update your practice’s privacy policy and collection notice to reflect any payment data collection through third-party platforms.
3. Tax Invoice Non-Compliance  🔴
Issue
HotDoc’s payment confirmation emails are not valid tax invoices for ATO or health fund purposes. They come from the facility, not the individual doctor’s ABN. The practice must still generate a compliant tax invoice through the PMS showing MBS item numbers, GST status, ABN, and provider details.
Implications
1. Patients who prepay cannot claim from their health fund or the ATO without a valid tax invoice issued after the consultation.
1. The practice may be in breach of Division 29-70 of the GST Act (requirement to issue tax invoices).
1. Health fund claims require itemised receipts showing MBS item numbers — HotDoc confirmations don’t contain this.
Solutions
1. Ensure every patient who pays via HotDoc receives a compliant tax invoice generated through the PMS (Best Practice, Medical Director, Genie etc.) after the consultation, showing the doctor’s ABN, MBS items, and GST status.
1. Train reception staff that HotDoc payment confirmations are not receipts and do not replace the practice’s invoicing obligation.
4. Medical Centre / Service Entity Bypass  🔴
Issue
HotDoc offers ‘direct-to-practitioner payouts’. If a practice with a Medical Centre entity, service entity, or tenant doctor arrangement accidentally enables this, patient fees bypass the entity entirely.
Implications
1. Creates payroll tax exposure — direct payments to practitioners may be treated as wages.
1. Undermines contractor classification — fund flow evidence no longer supports the service entity arrangement.
1. Potentially unwinds the entire entity structure, exposing the practice to retrospective assessments.
1. Compromises fraud detection and error identification — no centralised reconciliation point.
Solutions
1. Verify HotDoc payouts go to the Medical Centre / service entity bank account only — never to individual practitioners.
1. Review your HotDoc Payments setup under Payments → Payment Setup → Account to confirm the nominated bank account matches the service entity.
1. Have your service agreements reviewed to ensure they address third-party payment intermediaries and fund flow requirements.
5. Surcharge Accounting Gap  🔴
Issue
HotDoc/Stripe nets the 1.75% + 30c processing fee from the settlement amount. Unlike Tyro and CBA, which issue separate merchant fee invoices, HotDoc does not issue a tax invoice for the deducted fee unless specifically requested. This means the GST on the processing fee is unaccounted for across virtually every practice nationally.
Implications
1. The practice tells doctors it collected $100, but only received approximately $98 after fees. The difference sits in ‘no man’s land’ — no journal entry, no invoice, no GST trail.
1. If the practice passes the surcharge to the patient, nobody issues the patient a tax invoice for that surcharge.
1. At scale across multi-million dollar turnovers and thousands of transactions, the unaccounted GST becomes material.
Solutions
1. Request a tax invoice from HotDoc/Stripe for all processing fees deducted. If they won’t issue one automatically, request an annualised or monthly statement with GST.
1. Create a journal entry to account for the difference between gross billings and net receipts, and claim the GST credit on the processing fee.
1. If passing the surcharge to patients, ensure the practice’s tax invoice includes the surcharge as a separate line item so the full amount is accounted for.
1. Use the HotDoc ‘subtotal net’ figure in reporting to reconcile payments to the PMS, not the gross amount.
6. APRA / ADI Regulatory Gap  🟡
Issue
Stripe is not on the APRA register of Authorised Deposit-Taking Institutions. It operates under an Australian Financial Services Licence (AFSL) issued by ASIC as a payment facilitator. HotDoc holds no payment processing licence at all — it uses Stripe, Pin Payments, and Spreedly as underlying processors. By contrast, Tyro Payments Limited is a registered ADI (since 4 May 2005).
Implications
1. No deposit guarantee: funds in Stripe’s trust account are not protected by the Financial Claims Scheme ($250K per depositor per ADI). If Stripe’s trust arrangement fails, there is no government guarantee.
1. No prudential supervision: APRA sets capital adequacy, liquidity, and risk management standards for ADIs. Stripe and HotDoc are not subject to these requirements.
1. Settlement timing risk: Stripe’s 2–7 day settlement cycle creates a window where patient payments are ‘in transit’. For practices paying practitioners on a percentage of daily receipts, this creates cashflow mismatch.
Solutions
1. Understand the distinction between ADI-regulated payment processors (Tyro, banks) and AFSL/PayFac processors (Stripe). Document this in your risk assessment.
1. Factor in the settlement timing gap when calculating practitioner pay on percentage-of-receipts arrangements. Do not pay practitioners on ‘billed’ amounts until funds have actually settled.
1. Consider whether HotDoc’s payment processing arrangements meet your practice’s risk tolerance given the lack of APRA oversight and deposit guarantee.
7. GST Attribution Timing  🟡
Issue
Under Division 29 of the GST Act, GST is attributable to the earlier of payment received or invoice issued. A pre-authorisation hold is not a payment — but if HotDoc charges at booking rather than after the consult, GST liability shifts forward.
Solutions
1. Confirm which mechanism HotDoc is using for each appointment type: genuine pre-auth hold (GST timing unchanged) or actual charge at booking (GST brought forward).
1. Review BAS attribution to ensure GST is reported in the correct period, especially for appointments crossing quarter or financial year boundaries.
8. Income Recognition  🟡
Issue
Cash basis practices (most small practices) bring forward assessable income to the payment date, not the consultation date. Appointments booked and paid in June but attended in July shift income across financial years.
Solutions
1. Monitor cross-period bookings carefully at June/July year-end to assess income timing impact.
1. Consider whether accrual basis reporting may be more appropriate for practices with significant HotDoc payment volumes.
9. WorkCover / DVA / CTP Refund Complexity  🟡
Issue
If a patient pre-authorises for an appointment that turns out to be compensable (WorkCover, DVA, CTP), the practice must release the hold and process through the insurer. Inadvertent charges followed by refunds create GST adjustment events under Division 19 of the GST Act.
Solutions
1. Establish a workflow for reception staff to identify compensable appointments before or at check-in and release HotDoc holds before payment is collected.
1. Track all Division 19 adjustments in your BAS working papers to ensure refund-related GST corrections are reported correctly.
10. Bulk Billing Misconfiguration  🟡
Issue
If HotDoc’s bulk billing exemption settings are misconfigured, patients who are bulk-billed will be prompted for card details. You cannot charge a patient and claim the bulk billing incentive — that is a Medicare compliance issue.
Solutions
1. Review your HotDoc bulk billing exemption settings in the Dashboard under Payments → Payment Setup → Account → Bulk Billing Payment Exemptions.
1. Set up patient-level exemptions for regularly bulk-billed patients, concession card holders, and elderly patients.
11. PMS Reconciliation Breakdown  🟡
Issue
PMS vendors (Best Practice, Medical Director, Genie) were not informed of HotDoc’s Flexible Checkout change. There is no automatic sync between what HotDoc charges and what the PMS records. This becomes a significant tax compliance headache, especially when practitioners are paid on a percentage of receipts.
Solutions
1. Implement daily reconciliation between HotDoc’s payment reports and PMS receipts until vendors provide automated integration.
1. Use bank reconciliation software with live bank feeds (e.g. DPC) to identify discrepancies in real time rather than at month-end.
1. Do not pay practitioners on unreconciled amounts — wait until settlement is confirmed and matched to the PMS before distributing percentage-of-receipts payments.


Immediate Action Checklist
Practice owners and managers should take the following steps within the next 30 days:
	#
	Action
	Priority
	Timeframe

	1
	Disable Flexible Checkout: Dashboard → Payments → Payment Setup → untick Flexible Checkout
	🔴 Now
	Today

	2
	Verify HotDoc payouts go to the service entity / Medical Centre bank account, not individual practitioners
	🔴 Now
	Today

	3
	Review and configure bulk billing exemption settings
	🔴 Now
	This week

	4
	Request a tax invoice from HotDoc/Stripe for processing fees deducted
	🟡 High
	This week

	5
	Train reception staff: HotDoc confirmations are NOT tax invoices; PMS invoice must still be issued
	🟡 High
	This week

	6
	Map HotDoc into AML/CTF program fund flow documentation
	🔴 Critical
	30 days

	7
	Implement bank reconciliation with live feeds (DPC or equivalent)
	🔴 Critical
	30 days

	8
	Establish WorkCover/DVA/CTP hold-release workflow for reception
	🟡 High
	30 days

	9
	Review BAS attribution for cross-period HotDoc payments
	🟡 High
	Next BAS

	10
	Update practice privacy policy and patient collection notices
	🟡 High
	30 days


Further Information
This advisory note is general information only and does not constitute legal, tax, or financial advice. Practices should obtain independent professional advice before acting on any information provided. For assistance with AML/CTF compliance programs, DPC implementation, or service entity structure reviews, contact Health & Life on (08) 8221 6360 or visit healthandlife.com.au.
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